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1
MULTI-MODE WIRELESS NETWORKING
SYSTEM AND METHOD

FIELD OF THE INVENTION

The invention relates to wireless networks. More particu-
larly, the invention relates to monitoring conditions and com-
munications of wireless networks.

BACKGROUND

Modern computing involves communication among elec-
tronic devices. This communication may occur over a net-
work, or a collection of computers and other electronic hard-
ware interconnected by communication channels. Many
homes and offices have a number of computers connected via
a local area network (LAN). Computers may be networked in
the LAN via a wired or wireless network. A wireless local
area network (WLAN) is established using a device known as
wireless router. The wireless router mostly provides local
area network access to wirelessly connect client devices such
as notebook/laptop computers, smart phones, tablets, and
other portable computer devices.

A client device typically connects to a network using a
network interface controller. To connect to a wireless net-
work, a client device typically uses a wireless network inter-
face controller. A wireless network interface controller is a
hardware chipset that is typically manufactured by different
vendors along with specifically designed software known as a
driver. A driver is usually created for a specific piece of
hardware. The wireless network interface controller driver
provides a medium for the wireless network interface con-
troller hardware to receive instructions and operate within a
specific operating system. An operating system is software
that manages the computer hardware, for example, Windows,
Linux, and Apple Macintosh OS.

A wireless networking card typically has a radio trans-
ceiver with limited transmission power, which limits the
maximum range of the wireless network interface controller.
The wireless network interface controller can measure a
received signal of a wireless router. The received signal can be
quantified by the wireless network interface controller using
a received signal strength index (RSSI). The data transmis-
sion and reception rate between two devices connected to a
wireless network is directly proportional to the RSSI. To
maintain a minimum level of communication performance, a
minimum RSSI must be maintained. The transmission and
reception speed of the radio transceiver in each device com-
municating with one another also affects the data transmis-
sion and reception rate.

A wireless network interface controller and its driver fol-
low a communication protocol to connect to the wireless
router. Typically, the communication protocol is adherent to
the IEEE 802.11 standard, which is created by the Institute for
Electrical and Electronic Engineers to facilitate communica-
tion between various wireless devices.

The wireless network interface controller may transmit and
receive bits of data on a channel defined by the IEEE 802.11
standard. Each channel includes a radio frequency range. To
allow an effective communication, both communicating
devices may set their transceiver radios to communicate over
the same channel. As more devices are added to a channel, the
increasing volume of data broadcast over the channel may
cause the channel to become congested. For example, each
wireless network interface controller set to communicate over
a channel receives all data broadcast on that channel. A wire-
less network interface controller then must filter out the data
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that is not intended to receive, causing transmission delays
and operational inefficiencies. To determine whether a packet
of data is intended for a particular wireless network interface
controller, a Medium Access Control (MAC) address may be
used and analyzed. If the wireless network interface control-
ler does not possess a MAC address that corresponds to the
broadcast communication, the contents of that communica-
tion may be disregarded, thus wasting the time and energy
required to detect and receive the unnecessary data.

A wireless network interface controller can change the
channel on which it communicates data, allowing a device to
communicate on less congested frequencies. However, as the
wireless network interface controller seeks a new channel
and/or wireless router, the device will generally be unable to
transmit or receive data communications. This disruption of
data communication may cause some networked services to
fail, for example, Voice-Over-IP (VOIP) telecommunica-
tions. The wireless network interface controller typically
includes a mode control switch, which controls the operation
of the wireless network interface controller between a man-
aged mode, in which data is communicated among devices,
and a monitor mode, in which the wireless network interface
controller receives data transmitted from other devices to
analyze a channel or network. This disparate operation of a
wireless network interface controller between a managed
mode and a monitor mode causes disadvantageous connec-
tion drops, service interruptions, and network disconnec-
tions.

What is needed is a system to operate a wireless network
interface controller that can provide the network monitoring
features of operating in monitor mode, while not disallowing
the data communication features of operating in managed
mode. What is needed is a system that can seamlessly switch
operation of a wireless network interface controller between
managed mode and monitor mode to allow analysis of net-
work conditions while maintaining a virtually uninterrupted
connection for data communication. What is needed is a
method to analyze the network communication needs of a
system and monitor network conditions without disrupting
the communication needs.

SUMMARY

According to embodiments of the present invention, a sys-
tem is provided that can operate a wireless network interface
controller to advantageously provide the network monitoring
features of operating in monitor mode, while not disallowing
the data communication features of operating in managed
mode. According to an embodiment of the present invention,
a system is provided that can seamlessly switch operation of
a wireless network interface controller between managed
mode and monitor mode to allowing analysis of network
conditions while maintaining a virtually uninterrupted con-
nection for data communication. According to an embodi-
ment of the present invention, a method is provided to analyze
the network communication needs of a system and monitor
network conditions without disrupting the communication
needs.

In one aspect, a system is provided for managing a wireless
network interface controller. The system may include a man-
agement engine, a monitor engine, and a control engine. The
management engine may control communication of data over
a wireless network using the wireless network interface con-
troller operating in a managed mode. The monitor engine may
analyze a condition of the wireless network using the wireless
network interface controller operating in a monitor mode.
The control engine may control operation of the management
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engine and the monitor engine in compliance with a data
communication threshold. User mode scanning is perform-
able by the management engine to determine a general char-
acteristic of the wireless network in the managed mode. The
user mode scanning does not significantly affect the compli-
ance with the data communication threshold. Wireless net-
work traffic information is detectable by the wireless network
interface controller operating in the monitor mode. The con-
trol engine may selectively enable the managed mode and the
monitor mode by manipulating a mode control switch of the
wireless network interface controller.

In another aspect, the data communication threshold may
target performance with approximately no perceivable inter-
ruptions of connectivity to the wireless network caused by
changing operation between the managed mode and the
monitor mode.

In another aspect, the data communication threshold may
be alterable to reflect an aggressiveness stage. A high aggres-
siveness stage may prioritize efficiently operating in the
monitor mode. A low aggressiveness stage may prioritize
efficiently operating in the managed mode.

In another aspect, compliance with the data communica-
tion threshold may be determined by the system where an
actual period between a precedent communication of data and
a subsequent communication of data is longer than an antici-
pated period to engage the monitor mode, monitor the wire-
less network in the monitor mode, engage the managed mode,
and connect to the wireless network in the managed mode.
The anticipated period may be determined by assessing usage
of'the wireless network. The anticipated period may include a
mode time of changing between the managed mode and the
monitor mode. The anticipated period may include a connec-
tion time of the wireless network interface controller connect-
ing to the wireless network in the managed mode.

In another aspect, assessing the usage of the wireless net-
work may dynamically be determined by analyzing usage
patterns, quality of service requirements, and acceptable net-
work error rates.

In another aspect, the system may control the wireless
network interface controller by operating a driver.

In another aspect, a list of wireless networks may be gen-
erated and populated with a wireless network on a selected
channel. The list of wireless networks may be prioritized to
efficiently analyze the condition of a wireless network in the
list of wireless networks.

In addition, a method aspect of the present invention may
be provided for operating a wireless network interface con-
troller. The method may be performed on a computerized
device with a processor and memory. The method may
include (a) controlling a wireless network interface controller
between a managed mode and a monitor mode by manipulat-
ing a mode control switch of the wireless network interface
controller to operate in compliance with a data communica-
tion threshold. The method may also include (b) controlling
communication of data over a wireless network using the
wireless network interface controller while operating in the
managed mode. Additionally, the method may include (c)
performing user mode scanning while operating in the man-
aged mode to determine a general characteristic of the wire-
less network. Furthermore, the method may include (d) ana-
lyzing a condition of the wireless network using the wireless
network interface controller while operating in the monitor
mode.

According to the method, user mode scanning may not
significantly affect compliance with the data communication
threshold. The data communication threshold may target per-
formance with approximately no perceivable interruptions of
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connectivity to the wireless network caused by changing
operation between the managed mode and the monitor mode.
Wireless network traffic information may be detectable by the
wireless network interface controller operating in the monitor
mode. Additionally, changing between the managed mode
and the monitor mode of step (a) may further involve: (e)
engaging the monitor mode, (f) analyzing the wireless net-
work in the monitor mode, (g) engaging the managed mode,
and (h) connecting to the wireless network in the managed
mode.

In another aspect, the data communication threshold may
be alterable to reflect an aggressiveness stage. A high aggres-
siveness stage may prioritize efficiently operating in the
monitor mode. A low aggressiveness stage may prioritize
efficiently operating in the managed mode.

In another aspect, determining the compliance with the
data communication threshold may involve (i) assessing
usage of the wireless network; (j) assessing a mode time of
changing between the managed mode and the monitor mode;
(k) assessing a connection time of the wireless network inter-
face controller to connect to the wireless network in the
managed mode; (1) analyzing assessments of steps (1), (j), and
(k) to determine an anticipated period; and (m) determining
compliance with the data communication threshold where an
actual period between a precedent communication of data and
a subsequent communication of data is longer than the antici-
pated period.

In another aspect, assessing the usage of the wireless net-
work may be dynamically determined by analyzing usage
patterns, quality of service requirements, and acceptable net-
work error rates.

In another aspect, the method may further involve (n) con-
trolling the wireless network interface controller by operating
a driver.

In another aspect, the method may further involve (o) gen-
erating a list of wireless networks; (p) populating the list of
wireless networks with a wireless network on a selected chan-
nel; (q) prioritizing the list of wireless networks to efficiently
analyze the condition of each wireless network in the list of
wireless networks; and (r) analyzing a wireless network in the
list of wireless networks.

A method aspect of the present invention is provided for
operating a wireless network interface controller. The method
may be performed on a computerized device with a processor
and memory. The method may include (a) controlling a wire-
less network interface controller between a managed mode
and a monitor mode by manipulating a mode control switch of
the wireless network interface controller to operate in com-
pliance with a data communication threshold. The method
may also include (b) controlling communication of data over
a wireless network using the wireless network interface con-
troller while operating in the managed mode. Additionally,
the method may include (c¢) performing user mode scanning
while operating in the managed mode to determine a general
characteristic of the wireless network. Furthermore, the
method may include (d) analyzing a condition of the wireless
network using the wireless network interface controller while
operating in the monitor mode.

In another aspect, the user mode scanning may not signifi-
cantly affect the compliance with the data communication
threshold. Changing between the managed mode and the
monitor mode of step (a) further may further involve (e)
engaging the monitor mode, (f) analyzing the wireless net-
work in the monitor mode, (g) engaging the managed mode,
and (h) connecting to the wireless network in the managed
mode. Determining the compliance with the data communi-
cation threshold may involve (i) assessing usage of the wire-
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less network; (j) assessing a mode time of changing between
the managed mode and the monitor mode; (k) assessing a
connection time of the wireless network interface controller
to connect to the wireless network in the managed mode; (1)
analyzing assessments of steps (i), (j), and (k) to determine an
anticipated period; and (m) determining compliance with the
data communication threshold where an actual period
between a precedent communication of data and a subsequent
communication of data is longer than the anticipated period.

In another aspect, the data communication threshold may
target performance with approximately no perceivable inter-
ruptions of connectivity to the wireless network caused by
changing operation between the managed mode and the
monitor mode.

In another aspect, wireless network traffic information may
be detectable by the wireless network interface controller
operating in the monitor mode.

In another aspect, the data communication threshold may
be alterable to reflect an aggressiveness stage. A high aggres-
siveness stage may prioritize efficiently operating in the
monitor mode. A low aggressiveness stage may prioritize
efficiently operating in the managed mode.

In another aspect, assessing the usage of the wireless net-
work may be dynamically determined by analyzing usage
patterns, quality of service requirements, and acceptable net-
work error rates.

In another aspect, the method may further involve (n) con-
trolling the wireless network interface controller by operating
a driver.

In another aspect, the method may further involve (o) gen-
erating a list of wireless networks; (p) populating the list of
wireless networks with a wireless network on a selected chan-
nel; (q) prioritizing the list of wireless networks to efficiently
analyze the condition of each wireless network in the list of
wireless networks; and (r) analyzing a wireless network in the
list of wireless networks.

Unless otherwise defined, all technical terms used herein
have the same meaning as commonly understood by one of
ordinary skill in the art to which this invention belongs.
Although methods and materials similar or equivalent to
those described herein can be used in the practice or testing of
the present invention, suitable methods and materials are
described below. All publications, patent applications, pat-
ents and other references mentioned herein are incorporated
by reference in their entirety. In the case of conflict, the
present specification, including definitions will control.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1is a flowchart illustrating an operation of the system,
according to an embodiment of the present invention.

FIG. 2 is a flowchart illustrating a selective monitor opera-
tion of the system, according to an embodiment of the present
invention.

FIG. 3 is a schematic diagram showing the system.

DETAILED DESCRIPTION

The present invention is best understood by reference to the
detailed drawings and description set forth herein. Embodi-
ments of the invention are discussed below with reference to
the drawings; however, those skilled in the art will readily
appreciate that the detailed description given herein with
respect to these figures is for explanatory purposes as the
invention extends beyond these limited embodiments. For
example, in light of the teachings of the present invention,
those skilled in the art will recognize a multiplicity of alter-
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6

nate and suitable approaches, depending upon the needs of
the particular application, to implement the functionality of
any given detail described herein beyond the particular imple-
mentation choices in the following embodiments described
and shown. That is, numerous modifications and variations of
the invention may exist that are too numerous to be listed but
that all fit within the scope of the invention. Also, singular
words should be read as plural and vice versa and masculine
as feminine and vice versa, where appropriate, and alternative
embodiments do not necessarily imply that the two are mutu-
ally exclusive.

The present invention should not be limited to the particu-
lar methodology, compounds, materials, manufacturing tech-
niques, uses, and applications, described herein, as these may
vary. The terminology used herein is used for the purpose of
describing particular embodiments only, and is not intended
to limit the scope of the present invention. As used herein and
in the appended claims, the singular forms “a,” “an,” and
“the” include the plural reference unless the context clearly
dictates otherwise. Thus, for example, a reference to “an
element” is a reference to one or more elements and includes
equivalents thereof known to those skilled in the art. Simi-
larly, for another example, a reference to “a step” or “a
means” may be a reference to one or more steps or means and
may include sub-steps and subservient means.

All conjunctions used herein are to be understood in the
most inclusive sense possible. Thus, a group of items linked
with the conjunction “and” should not be read as requiring
that each and every one of those items be present in the
grouping, but rather should be read as “and/or” unless
expressly stated otherwise. Similarly, a group of items linked
with the conjunction “or” should not be read as requiring
mutual exclusivity among that group, but rather should be
read as “and/or”’ unless expressly stated otherwise. Structures
described herein are to be understood also to refer to func-
tional equivalents of such structures. Language that may be
construed to express approximation should be so understood
unless the context clearly dictates otherwise.

Unless otherwise defined, all terms (including technical
and scientific terms) are to be given their ordinary and cus-
tomary meaning to a person of ordinary skill in the art, and are
not to be limited to a special or customized meaning unless
expressly so defined herein.

Terms and phrases used in this application, and variations
thereof, especially in the appended claims, unless otherwise
expressly stated, should be construed as open ended as
opposed to limiting. As examples of the foregoing, the term
“including” should be read to mean “including, without limi-
tation,” “including but not limited to,” or the like; the term
“having” should be interpreted as “having at least”; the term
“includes” should be interpreted as “includes but is not lim-
ited t0”; the term “example” is used to provide exemplary
instances of the item in discussion, not an exhaustive or
limiting list thereof; and use of terms like “preferably,” “pre-
ferred,” “desired,” “desirable,” or “exemplary” and words of
similar meaning should not be understood as implying that
certain features are critical, essential, or even important to the
structure or function of the invention, but instead as merely
intended to highlight alternative or additional features that
may or may not be utilized in a particular embodiment of the
invention.

Those skilled in the art will also understand that if a specific
number of an introduced claim recitation is intended, such an
intent will be explicitly recited in the claim, and in the absence
of'such recitation no such intent is present. For example, as an
aid to understanding, the appended claims may contain usage
of the introductory phrases “at least one” and “one or more”
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to introduce claim recitations; however, the use of such
phrases should not be construed to imply that the introduction
of a claim recitation by the indefinite articles “a” or “an”
limits any particular claim containing such introduced claim
recitation to embodiments containing only one such recita-
tion, even when the same claim includes the introductory
phrases “one or more” or “at least one” and indefinite articles
such as “a” or “an” (e.g., “a” and “an” should typically be
interpreted to mean “at least one” or “one or more”); the same
holds true for the use of definite articles used to introduce
claim recitations. In addition, even if a specific number of an
introduced claim recitation is explicitly recited, those skilled
in the art will recognize that such recitation should typically
be interpreted to mean at least the recited number (e.g., the
bare recitation of “two recitations,” without other modifiers,
typically means at least two recitations, or two or more reci-
tations). Furthermore, in those instances where a convention
analogous to “at least one of A, B, and C” is used, in general,
such a construction is intended in the sense one having skill in
the art would understand the convention (e.g., “a system
having at least one of A, B, and C” would include but not be
limited to systems that have A alone, B alone, C alone, A and
B together, A and C together, B and C together, and/or A, B,
and C together, etc.). In those instances where a convention
analogous to “at least one of A, B, or C” is used, in general
such a construction is intended in the sense one having skill in
the art would understand the convention (e.g., “a system
having at least one of A, B, or C”” would include but not be
limited to systems that have A alone, B alone, C alone, A and
B together, A and C together, B and C together, and/or A, B,
and C together, etc.).

All numbers expressing dimensions, quantities of ingredi-
ents, reaction conditions, and so forth used in the specifica-
tion are to be understood as being modified in all instances by
the term “about” unless expressly stated otherwise. Accord-
ingly, unless indicated to the contrary, the numerical param-
eters set forth herein are approximations that may vary
depending upon the desired properties sought to be obtained.

The present invention will now be described in detail with
reference to embodiments thereof as illustrated in the accom-
panying drawings. In the following description, a multi-mode
wireless networking system and method will be discussed.
Those of skill in the art will appreciate alternative labeling of
the multi-mode wireless networking system and method as a
networking system, multi-mode networking system, control
wireless monitoring system, wireless communication
method, system for management of wireless network inter-
face controllers, system, method, the invention, or other simi-
lar names. Skilled readers should not view the inclusion of
any alternative labels as limiting in any way.

The multi-mode wireless networking system will now be
discussed. The system may be operated one or more wireless
networking devices to increase performance of data commu-
nication over a wireless network. For example, the system
may be used to control operation of a wireless network inter-
face controller to communicate data over a wireless network
and scan one or more additional wireless network to deter-
mine an optimal connection. Used throughout this disclosure,
data communication is defined to include transmission and
reception of data, without limitation. A wireless networking
device is discussed throughout this disclosure in the context
of'a client device or wireless router, but may also include any
device capable of communicating over a wireless network.
Additional wireless networking devices may include addi-
tional client devices, such as desktop computers, notebook/
laptop computers, printers, smartphones, network attached
storage (NAS) devices, tablets, music players, televisions,
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audiovisual equipment, other electronic devices, and other
devices that would be apparent to a person of skill in the art
Skilled artisans will appreciate that wireless networking
devices may include at least one wireless network interface
controller.

The wireless network interface controller will now be dis-
cussed Skilled artisans will appreciate that the term wireless
network interface controller, wireless networking interface
controller, wireless networking card, network adapter, LAN
adapter, and other similar terms may be used interchangeably,
without limitation. A network interface controller is a com-
puter hardware component that allows communication of a
computerized device over a network. The network interface
controller may receive data from various components of a
computerized device, which it may then relay over a network.
Similarly, the network interface controller may receive data
from a network connection, which it may then relay to various
components of the computerized device. A network interface
controller may operate over a physically connected local area
network (LAN) or wirelessly over a wireless local area net-
work (WLAN).

A wireless network interface controller operates similarly
to that of a traditional network interface controller, with the
additional capability to communicate data wirelessly. Gener-
ally, a wireless network interface controller will include one
or more radio transceivers, which may broadcast and receive
radio signals over the air. A wireless network interface con-
troller may communicate data with other devices using one or
more data transmission protocols, for example, but not lim-
ited to, IEEE 802.11 Wi-Fi, token ring networks, Bluetooth,
or other network protocols that would be apparent to a person
of'skill in the art. In the interest of clarity, the present inven-
tion will be discussed in the context of the IEEE 802.11
protocols without limitation.

As will be apparent to those of skill in the art, IEEE 802.11
defines various frequency ranges at which data may be trans-
mitted, which are segmented into channels. Various devices
may communicate different packets of data using a single
channel. Additionally, some channels defined by the IEEE
802.11 specification overlap with other channels. As more
data communications are broadcast over the same frequency
ranges, congestion may occur and degrade communication
rates and connectivity.

Throughout this disclosure, communication of data is dis-
cussed as occurring over a wireless network. A wireless net-
work is any type of connection between two or more elec-
tronic devices to communicate data or information without
being physically attached by wires or cables. For example, a
wireless network may be a wireless local area network
(WLAN). A WLAN is typically a wireless network estab-
lished to provide communication between two or more wire-
less devices within a moderately short distance from a man-
aging device, such as a wireless router. As discussed above, a
WLAN may be compliant with a standard such as IEEE
802.11, communicate using a proprietary standard, and/or
use another protocol that would be apparent to a skilled arti-
san. The WLAN may communicate with one or more wired
device through the use of a wireless bridge, as may be proved
by a wireless router. For example, a wireless device may
wirelessly communicate with the wireless router, which may
then relay the communication to a wired electronic device via
a cable, such as an Ethernet cable.

To communicate data between a transmitting wireless
device and a receiving wireless device, the communication
must generally be made over the same channel. A wireless
network interface controller may receive virtually every bit
communicated over a given channel, assuming the transmit-
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ting device is within range of the receiving device, including
data intended for different wireless devices. To direct trans-
mitted data to the intended recipient, a medium access control
(MAC) address may associate the data transmitted with an
intended wireless device. Skilled artisans will be familiar
with MAC addresses and use of the same in network commu-
nications.

A wireless network interface controller may operate in a
variety of modes to communicate data, analyze network con-
ditions, receive network traffic data, or otherwise gather data
relating to one or more network. A wireless network interface
controller may operate in a monitor mode or a managed
mode. In monitor mode, the wireless network interface con-
troller may receive data relating to one or more condition of a
network environment, even if the data is intended for different
wireless devices. In managed mode, the wireless network
interface controller may control the communication of data
with one or more other wireless device. Also, in managed
mode, the wireless network interface controller may perform
user mode scanning, which may gather general information
about network conditions. The wireless network interface
controller may include a mode control switch to change
operation of the wireless network interface controller
between monitor mode and managed mode.

Operation of the wireless network interface controller in
monitor mode will now be discussed in more detail. As dis-
cussed above, monitor mode may be used to detect and ana-
lyze one or more condition of a network environment. Typi-
cally, operating a wireless network interface controller in
monitor mode prohibits the wireless network interface con-
troller from communicating data with other wireless devices.
Thus, operating a wireless network interface controller in
monitor mode generally causes a user to experience discon-
nection from a wireless network and interruption to data
transmission. Since some network applications require con-
stant data connections, or real-time communication charac-
teristics, such disconnections and interruptions may be unde-
sirable.

Operation of the wireless network interface controller in
managed mode will now be discussed in more detail. As
discussed above, managed mode may be used to communi-
cate data over a wireless network with one or more other
wireless devices. Typically, operating a wireless network
interface controller in managed mode prohibits the wireless
network interface controller from detecting detailed condi-
tions of a network, such as network traffic for other users or
wireless devices. However, while operating in managed
mode, a wireless network interface controller may detect
some general network information through user mode scan-
ning.

User mode scanning allows a network to be scanned and
monitored without requiring the wireless network interface
controller to change from the managed mode to the monitor
mode. User mode scanning may collect general network
information, but does not recognize user or detailed wireless
network traffic information. User mode scanning may advan-
tageously be operated while the wireless network interface
controller is in managed mode, thus not causing an interrup-
tion to data communication. Thus, if a particular data com-
munication task requires a high data communication thresh-
old of performance, scanning a network via user mode
scanning typically will not affect compliance with the data
communication threshold.

According to an embodiment of the present invention, the
system may define a data communication threshold, which
may target performance with approximately no perceivable
interruptions of connectivity to a wireless network caused by
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changing operation of the wireless network interface control-
ler between the managed mode and the monitor mode. While
changing operation of the wireless network interface control-
ler may result in some actual changes in connectivity or data
communication performance, any such changes should gen-
erally not be perceivable to a user and provide a virtually
seamless operating experience.

As shown in FIG. 3, to control the operation of the wireless
network interface controller, a system 200 may be operated
on a computerized device 202 with a processor and memory
to intelligently change a wireless network interface controller
between managed mode and monitor mode. The computer-
ized device 202 may communicate with the wireless network
interface controller 210, for example, via a driver. The system
200 may include one or more engines to perform communi-
cation or analytical and control tasks. Skilled artisans will
appreciate that an engine may include a group of instructions
that can be executed via hardware and/or software. Such
engines may include a management engine 204 to control
communication of data over a wireless network, a monitor
engine 206 to analyze one or more condition of the wireless
network, and a control engine 208 to control operation of the
management engine and the monitor engine within compli-
ance with the data communication threshold. The manage-
ment engine may manage the communication of data using
the wireless network interface controller in managed mode.
The management engine may also perform user mode scan-
ning using the wireless network interface controller in man-
aged mode. Similarly, the monitor engine may analyze one or
more condition of the network using the wireless network
interface controller in monitor mode. The control engine may
selectively enable and/or disable managed mode and monitor
mode as determined by assessing and analyzing one or more
parameter. Optimally, the control engine may control the
wireless network interface controller between managed mode
and monitor mode to maintain compliance with the data com-
munication threshold.

Skilled artisans will appreciate that each of the engines
discussed above may operate collectively, independently,
synchronously, or in another relation with one another. Each
engine may control discrete instruction sets. Alternatively, the
engines discussed above may be included in one uniform
instruction set of the system and respectively define various
operations performed by the system. Some operations may
overlap. Additional engines may be included by the system.
Those of skill in the art should not view this discussion of
engines to limit the present invention in any way.

An illustrative computerized device will now be discussed
in greater detail, without limitation. The computerized device
may include a processor, memory, network controller, and
optionally an input/output (I/O) controller. Skilled artisans
will appreciate additional embodiments of a computerized
device that may omit one or more of the aforementioned
components or include additional components without limi-
tation. The processor may receive and analyze data. The
memory may store data, which may be used by the processor
to perform the analysis. The memory may also receive data
indicative of results from the analysis of data by the processor.

The memory may include volatile memory modules, such
as random access memory (RAM), or non-volatile memory
modules, such as flash based memory Skilled artisans will
appreciate the memory to additionally include storage
devices, such as, for example, mechanical hard drives, solid
state data, and removable storage devices.

The computerized device may also include a network con-
troller, which may be a wireless network interface controller.
The network controller may receive data from other compo-
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nents of the computerized device to be communicated with
other computerized devices via a network. The communica-
tion of data may be performed wirelessly. More specifically,
without limitation, the network controller may communicate
and relay information from one or more components of the
computerized device, or other devices and/or components
connected to the computerized device, to additional con-
nected devices. Connected devices are intended to include
data servers, additional computerized device, mobile com-
puting devices, smart phones, tablet computers, and other
electronic devices that may communicate digitally with
another device.

The computer may also include an 1/O interface. The 1/O
interface may be used to transmit data between the comput-
erized device and extended devices. Examples of extended
devices may include, but should not be limited to, a display,
external storage device, human interface device, printer,
sound controller, or other components that would be apparent
to a person of skill in the art. Additionally, one or more of the
components of the computerized device may be communica-
tively connected to the other components via the /O inter-
face.

The components of the computerized device may interact
with one another via a bus. Those of skill in the art will
appreciate various forms of a bus that may be used to transmit
data between one or more components of an electronic
device, which are intended to be included within the scope of
this disclosure.

The computerized device may communicate with one or
more connected devices via a network. The computerized
device may communicate over the network by using its net-
work controller. More specifically, the network controller of
the computerized device may communicate with the network
controllers of the connected devices. The network may be, for
example, the internet. As another example, the network may
be a WLAN. However, skilled artisans will appreciate addi-
tional networks to be included within the scope of this dis-
closure, such as intranets, local area networks, wide area
networks, peer-to-peer networks, and various other network
formats. Additionally, the computerized device and/or con-
nected devices may communicate over a network via a wired,
wireless, or other connection, without limitation.

In operation, the system may control one or more aspect of
the wireless network interface controller to detect one or more
condition of at least one network while providing transmis-
sion and reception of data in compliance with a data commu-
nication threshold. To determine compliance with the data
communication threshold, the system may determine an
anticipated period of time to engage the monitor mode, moni-
tor the wireless network, engage the managed mode, and
connect to a network. The anticipated period may be deter-
mined by assessing usage of the wireless network. The antici-
pated period may include a mode time of changing between
the managed mode and the monitor mode and/or a connection
time of the wireless network interface controller to connect to
the wireless network in managed mode. The system may
analyze an actual period between communication of a prece-
dent communication and a subsequent communication. The
system may then determine that its operation is compliant
with the data communication threshold where the actual
period is longer than the anticipated period.

Along with reference to flowchart 100 of FIG. 1, a data
communication and general data analysis operation will now
be discussed. Starting at Block 102, the wireless network
interface controller may be initially configured in managed
mode. (Block 104). Here, the wireless network interface con-
troller may be disconnected from available networks. The
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wireless network interface controller may then perform user
mode scanning of available networks. (Block 106). Skilled
artisans will appreciate that the wireless network interface
controller may perform user mode scanning whether or not
the wireless network interface controller is connected to a
network.

During the user mode scanning, the wireless network inter-
face controller may identify nearby wireless devices, such as
wireless routers, and information about channel usage and
access points that are operating on each wireless channel.
(Block 108). The system may generate a list of used channels
“Le,” which it may be populated with wireless channels that
are detected to be in use. Additionally, the system may gen-
erate a list of wireless networks “Lw,” which it may populate
with detected wireless networks on the channels included by
list Le. Skilled artisans will appreciate that the information of
lists Lc and Lw may be included in separate lists or a com-
bined list. Additionally, one or more of the lists may be
prioritized. By maintaining a list L.c of wireless channels, the
system may advantageously focus analysis of the channels to
only channels with wireless networks present, thus poten-
tially saving a substantial amount of time by not unnecessar-
ily analyzing unused wireless channels.

The system may then determine whether connection to a
network is needed. (Block 110). For example, the system may
determine whether a user desires to communicate data over a
network or whether an application, such as VOIP, requires
connection to a wireless network to transmit and/or receive
data. If it determined at Block 110 that no connection to a
network is required, the system may set the wireless network
interface controller to monitor mode. (Block 112). The wire-
less network interface controller may then scan the wireless
channels included by list Lc for users and add them to a list of
users, “Lu.” The list of users Lu may be created respective to
a wireless network included by the list of wireless networks
Lw, to create a list of users on a network “Lu(w).” The system
may then collect frames for connections between users of the
wireless network and the respective wireless receiver, as pro-
vided by list Lu(w). (Block 116). The scanning and collecting
of frames may occur for each wireless network included by
the list Lw. Additionally, the scanning and collecting of
frames may occur respective to the wireless networks oper-
ating on each wireless channel included by list Lc. Here, the
users scanned by the system may or may not be connected to
a wireless network. The information detected regarding the
users, wireless networks, and/or channels may be included in
a list and/or database. The system may then return to the
operation of Block 106, where it may again perform user
mode scanning of available networks in managed mode as
discussed above.

If it is determined at Block 110 that a network connection
is needed, the system may identify a target wireless network
and establish a connection. (Block 118). The system may
record the time elapsed to connect to the network as a con-
nection time “Tc.” The system may then identify a user pat-
tern and determine one or more ideal time slot “Ti.” (Block
120). A user pattern may be identified according to network
usage and application demands, such as by analyzing usage
patterns, quality of service requirements, and/or acceptable
network error rates. For example, some network applications
may require a high Quality-of-Service (QoS) for real-time
applications, such as VOIP. Applications with high QoS
requirements may demand high data rates and minimal net-
work interruptions, which may affect the analysis by the
system of the ideal time Ti. Network data rate is affected by
network error rate, where a higher network error rate results in
a lower network data rate. If frames or packets of data are
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received with errors, or not received at all, the frames will
need to be retransmitted. Retransmission of packets slows the
data rate. Therefore, the ideal time Ti will be calculated by the
system respective to at least one of the above discussed fac-
tors.

After the ideal time Ti has been determined by the system
at Block 120, the system may determine whether the ideal
time Ti is greater than the connection time Tc required to
connect to the network. (Block 122). If the connection time
Tc is greater than the ideal time Ti, the system will remain in
managed mode and return to the operation of Block 108,
where it will again analyze the wireless channels via user
mode scanning. Conversely, if it is determined at Block 122
that the ideal time Ti is greater than the connection time Tc,
the system may selectively engage operation of the wireless
network interface controller in monitor mode (Block 124).
The system may determine a time needed to switch the wire-
less network interface controller between managed mode and
monitor mode and record that time as a switch time “Ts.” The
switch time T's may be set as less than the ideal time Ti, minus
the connection time Tc and a time to change to modes “Tm.”
The operation in selective monitor mode will be described in
greater detail along with flowchart 140, as illustrated in FIG.
2. After the operation of Block 124 has been completed, the
system may return the operation of Block 106, wherein the
system may again perform user mode scanning of available
networks in managed mode as discussed above.

Referring now to flowchart 140 of FIG. 2, an operation of
the system for selectively engaging monitor mode will now be
discussed. Starting at Block 142, the system may initially be
configured in managed mode and connected to a network
(Block 144). The system may then set a timer with the switch
time Ts, where Ts=Ti-Tc-Tm. (Block 146). As discussed
above, Tm represents the time to change the operation of the
wireless network interface controller between modes. A time
T may also be set as the sum of the switch time Ts and the
current time, “Tcurrent.” The time T may then be updated by
subtracting the current time Tcurrent from the previous value
of time T, using the calculation T=T-Tcurrent. (Block 148).

The system may then determine whether the updated value
for time T is less than or equal to zero. (Block 150). If it is
determined at Block 150 that T is less than or equal to zero,
the time to operate in monitor mode has expired and the
selective monitor mode operation will exit. (Block 162). This
determination may be made with or without previously
switching from managed mode to monitor mode. The system
may then return to another operation, for example, the opera-
tion of flowchart 100. Conversely, it if is determined at Block
150 that the updated value for time T is greater than zero, the
system may change the wireless network interface controller
to monitor mode. (Block 152). The system may then choose
the highest priority channel included in list Lc for analysis.
(Block 154). The system may internally designate the channel
to be tracked by setting an identifier variable “m” to the
current wireless channel to be analyzed “n.”

Next, the system may perform network scanning and/or
collect packets for connections between users and a wireless
device, such as a wireless router, on the channel presently
being analyzed. (Block 156). The present channel undergoing
analysis may be defined within the system under variable
“m.” The system may scan the network for a default time
“Tx,” which may be a share of the time T divided among all
the channels in list Lc. Skilled artisans will appreciate that as
network conditions may differ, the default time Tx may vary
for each channel. The default time Tx represents a competi-
tion between user mode scanning and an analysis performed
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during monitor mode. The default time Tx is preferably tuned
to maintain performance within the data communication
threshold.

After the channel has been scanned, the system may update
the time T by subtracting the current time Tcurrent from the
previous value of time T, where T=T-Tcurrent. (Block 158).
The system may then determine whether the updated value
for time T is less than or equal to zero. (Block 160). If it is
determined at Block 160 that T is less than or equal to zero,
the time to operate in monitor mode has expired and the
selective monitor mode operation will exit. (Block 162). Con-
versely, if it is determined at Block 160 that the updated value
for time T is greater than zero, the system may return to the
operation of Block 152 and again perform an analysis of
wireless networks on another channel, which may be the next
highest priority channel.

According to an embodiment of the present invention, the
system may include one or more aggressiveness stages,
which may affect whether the system provides a greater pri-
ority to operating in managed mode or monitor mode Skilled
artisans will appreciate that the system may include any num-
ber of aggressiveness stages, for example, 1,2,3,4,5,6,7, 8,
9,10,11,12,13,14,15,16,17, 18, 19, 20, or another number
of aggressiveness stages. The aggressiveness stages may also
span an approximately continuous range of aggressiveness,
for example various stages between a high aggressiveness
stage and a low aggressiveness stage. [llustratively, the sys-
tem may include a high aggressiveness stage that prioritizes
operation in monitor mode at the expense of data throughput
and connectivity. Conversely, for example, the system may
include a low aggressiveness stage that prioritizes operation
in managed mode at the expense of detailed analysis of avail-
able wireless networks.

As the aggressiveness stage is altered, the value for the
default time Tx may be altered to reflect the desired aggres-
siveness. For example, selecting a high aggressiveness stage
may be accomplished by the system setting the default time
Tx to a larger value. As the value of the default time Tx
increases, more network information may be collected on a
scanned channel. Alternatively, respective to a low aggres-
siveness stage, the value of the default time Tx may be
decreased, allocating a greater time for the wireless network
interface controller to operate in managed mode.

Inan embodiment of the present invention, the ideal time Ti
may be dynamically adjusted to account for changing user
and application demands. For example, changes in user habits
or starting of a new application may not have previously been
recognized by the system, but may require more network time
for data communication. Here, the system may reduce the
ideal time Ti to reflect the new usage requirements. If a user or
application demands an approximately constant connection,
the ideal time Ti may be reduced to expire the time T auto-
matically and obligate the wireless network interface control-
ler to return to operation in managed mode.

In another embodiment of the present invention, the system
may collect frames for users communicating on a same
scanned channel during monitor mode periods.

It is to be understood that while the invention has been
described in conjunction with the detailed description
thereof, the foregoing description is intended to illustrate and
not limit the scope of the invention, which is defined by the
scope of the appended claims. Other aspects, advantages, and
modifications are within the scope of the following claims.

What is claimed is:
1. A system for managing a wireless network interface
controller comprising:
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a management engine to control communication of data
over a wireless network using the wireless network
interface controller operating in a managed mode;

a monitor engine to analyze a condition of the wireless
network using the wireless network interface controller
operating in a monitor mode;

a control engine to control operation of the management
engine and the monitor engine in compliance with a data
communication threshold, wherein a mode time of
changing between the managed mode and the monitor
mode is assessed to determine compliance with the data
communication threshold;

wherein user mode scanning is performable by the man-
agement engine to determine a general characteristic of
the wireless network in the managed mode;

wherein the user mode scanning does not significantly
affect the compliance with the data communication
threshold;

wherein wireless network traffic information is detectable
by the wireless network interface controller operating in
the monitor mode;

wherein the control engine selectively enables the man-
aged mode and the monitor mode by manipulating a
mode control switch of the wireless network interface
controller.

2. The system of claim 1, wherein the data communication
threshold targets performance with approximately no per-
ceivable interruptions of connectivity to the wireless network
caused by changing operation between the managed mode
and the monitor mode.

3. The system of claim 1, wherein the data communication
threshold is alterable to reflect an aggressiveness stage,
wherein a high aggressiveness stage prioritizes efficiently
operating in the monitor mode, and wherein a low aggressive-
ness stage prioritizes efficiently operating in the managed
mode.

4. The system of claim 1:

wherein the compliance with the data communication
threshold is determined by the system where an actual
period between a precedent communication of the data
and a subsequent communication of the data is longer
than an anticipated period to engage the monitor mode,
monitor the wireless network in the monitor mode,
engage the managed mode, and connect to the wireless
network in the managed mode;

wherein the anticipated period is determined by assessing
usage of the wireless network;

wherein the anticipated period comprises the mode time of
changing between the managed mode and the monitor
mode; and

wherein the anticipated period comprises a connection
time of the wireless network interface controller con-
necting to the wireless network in the managed mode.

5. The system of claim 4, wherein the assessing the usage
of the wireless network is dynamically determined by ana-
lyzing usage patterns, quality of service requirements, and
acceptable network error rates.

6. The system of claim 1, wherein the system controls the
wireless network interface controller by operating a driver.

7. The system of claim 1, wherein a list of wireless net-
works is generated and populated with a wireless network on
a selected channel, and wherein the list of wireless networks
is prioritized to efficiently analyze the condition of the wire-
less network in the list of wireless networks.
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8. A method for operating a wireless network interface
controller, the method being performed on a computerized
device with a processor and memory, the method comprising
the steps of:

(a) controlling the wireless network interface controller
between a managed mode and a monitor mode by
manipulating a mode control switch of the wireless net-
work interface controller to operate in compliance with
a data communication threshold;

(b) controlling communication of data over a wireless net-
work using the wireless network interface controller
while operating in the managed mode;

(c) performing user mode scanning while operating in the
managed mode to determine a general characteristic of
the wireless network; and

(d) analyzing a condition of the wireless network using the
wireless network interface controller while operating in
the monitor mode;

wherein step (a) further comprises the step of:

(e) assessing a mode time of changing between the man-
aged mode and the monitor mode;

wherein the user mode scanning does not significantly
affect the compliance with the data communication
threshold;

wherein the data communication threshold targets perfor-
mance with approximately no perceivable interruptions
of connectivity to the wireless network caused by chang-
ing operation between the managed mode and the moni-
tor mode;

wherein wireless network traffic information is detectable
by the wireless network interface controller operating in
the monitor mode;

wherein the data communication threshold is alterable to
reflect an aggressiveness stage, wherein a high aggres-
siveness stage prioritizes efficiently operating in the
monitor mode, and wherein a low aggressiveness stage
prioritizes efficiently operating in the managed mode.

9. The method of claim 8 wherein changing between the
managed mode and the monitor mode of step (a) further
comprises the steps of:

() engaging the monitor mode,

(g) analyzing the wireless network in the monitor mode,

(h) engaging the managed mode, and

(1) connecting to the wireless network in the managed
mode.

10. The method of claim 8, wherein determining the com-
pliance with the data communication threshold comprises the
steps of:

(j) assessing usage of the wireless network;

(k) assessing a connection time of the wireless network
interface controller to connect to the wireless network in
the managed mode;

(1) analyzing assessments of steps (e), (j), and (k) to deter-
mine an anticipated period; and

(m) determining compliance with the data communication
threshold where an actual period between a precedent
communication of the data and a subsequent communi-
cation of the data is longer than the anticipated period.

11. The method of claim 10, wherein assessing the usage of
the wireless network of step (j) is dynamically determined by
analyzing usage patterns, quality of service requirements, and
acceptable network error rates.

12. The method of claim 8, further comprising the step of:

(n) controlling the wireless network interface controller by
operating a driver.

13. The method of claim 8, further comprising the steps of:

(0) generating a list of wireless networks;
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(p) populating the list of wireless networks with a wireless
network on a selected channel;

(q) prioritizing the list of wireless networks to efficiently
analyze the condition of each wireless network in the list
of wireless networks; and

(r) analyzing the wireless network in the list of wireless
networks.

14. A method for operating a wireless network interface
controller, the method being performed on a computerized
device with a processor and memory, the method comprising:

(a) controlling the wireless network interface controller
between a managed mode and a monitor mode by
manipulating a mode control switch of the wireless net-
work interface controller to operate in compliance with
a data communication threshold;

(b) controlling communication of data over a wireless net-
work using the wireless network interface controller
while operating in the managed mode;

(c) performing user mode scanning while operating in the
managed mode to determine a general characteristic of
the wireless network; and

(d) analyzing a condition of the wireless network using the
wireless network interface controller while operating in
the monitor mode;

wherein the user mode scanning does not significantly
affect the compliance with the data communication
threshold;

wherein changing between the managed mode and the
monitor mode of step (a) further comprises:

(e) engaging the monitor mode,

(f) analyzing the wireless network in the monitor mode,

(g) engaging the managed mode, and

(h) connecting to the wireless network in the managed
mode;

wherein determining the compliance with the data commu-
nication threshold comprises:

(1) assessing usage of the wireless network,
(j) assessing a mode time of changing between the man-
aged mode and the monitor mode,
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(k) assessing a connection time of the wireless network
interface controller to connect to the wireless network
in the managed mode,

(1) analyzing assessments of steps (i), (j), and (k) to
determine an anticipated period, and

(m) determining compliance with the data communica-
tion threshold where an actual period between a pre-
cedent communication of the data and a subsequent
communication of the data is longer than the antici-
pated period.

15. The method of claim 14, wherein the data communi-
cation threshold targets performance with approximately no
perceivable interruptions of connectivity to the wireless net-
work caused by changing operation between the managed
mode and the monitor mode.

16. The method of claim 14, wherein wireless network
traffic information is detectable by the wireless network inter-
face controller operating in the monitor mode.

17. The method of claim 14, wherein the data communi-
cation threshold is alterable to reflect an aggressiveness stage,
wherein a high aggressiveness stage prioritizes efficiently
operating in the monitor mode, and wherein a low aggressive-
ness stage prioritizes efficiently operating in the managed
mode.

18. The method of claim 14, wherein assessing the usage of
the wireless network of step (i) is dynamically determined by
analyzing usage patterns, quality of service requirements, and
acceptable network error rates.

19. The method of claim 14, further comprising:

(n) controlling the wireless network interface controller by

operating a driver.

20. The method of claim 14, further comprising:

(0) generating a list of wireless networks;

(p) populating the list of wireless networks with a wireless
network on a selected channel,

(q) prioritizing the list of wireless networks to efficiently
analyze the condition of each wireless network in the list
of wireless networks; and

(r) analyzing the wireless network in the list of wireless
networks.



